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REMARKS 



TJic non- final Office Aclion, mailed May 2, 2005, considered claims 1-34 of the present 
applicftfion. In the Office Action, the Examiner has indicated thai claims 19-34 arc allowed, 
while claims 8 smd 15 ore objected to as being dependent upon a rejected base claim, but would 
be allowable if rcwriLlcn.in indep.;ndcnt form including all of the limitations of the base claim 

■ and any inlervciiing claims. Claims 1-4 and 11-14 were rejected under 35 U.S.C. § 102(e) as 
being anticipated by Barlon (U.S. Patent No. 6,163,842). Claims 5-7, 9, 10 and 16-18 were 

• rejected untlcr 35 U.S.C. § 1 03(a) .-is being unpatentable over Barton (U.S. Patent No, 6,1 63.842) 
in view of the Examiner tfiking official notice.' 

By this paper, the specification has been amended in paragraph [02] of the originally filed 
npplicatioji, so as to coiTcct a minor grammatical error. By this paper, claims 1, 4, 5, 10 and 12 
have been amended,^ while no claims have been added or cancelled, such that claims 1-34 
reiTiiiia pending. Of these, claims 1, 12, 19, 25 and 31 are the only independent claims; 

Reifcctiftns mider 35 U.S.C. lQ2fc1 

Claijus 1-4 arul 11-14 are rejected under 35 U.S.C. § 102(c) as beiiig anticipated by 
Jittrton (U.S. Patent No. 6, 1 63,842). Applicants respectfully disagree and submit that the Barton 
.rcryfciice doc* not anticipate the present invention as recited in claims 1-4 and 1M4, 
l^ariicnlarly as amended, in that it does not teach or suggest each and every recited limitation. 

Initially, it will be noted th.^t tho present invention is directed to a method (claim 1) and a 
conipuler program product (claim U) for digitally signing an electronic document such that the 
digiinl signature is embedded in the electronic document. As recited in claim 1, for example, the' 
mclhod includes croaling an electronic document by providing content for die electronic 
doc[inicnt. Then, a signature block for each person signing tho document is in.<;erted and 



Alilioagh Ihe prior art stntus and some of llio asseriions made with regard to tlte dwd art is not beiiifi challcnEod at 
tlijs trjjw, AppJicnnls rwcrve ihe rifiht to iluillence tlic prior art itatiis and assertions made with regard to the cited 
ail, as well as .ntiy olTicial notice, which was taken in the last OiTice Action, at any approprLnte time in the futttre 
should iiL-cd arise, such as, for example in a subsequent amendment or during prosecution of a related 



2 



Sii|i,>i)n the clium anieiidments i-j clearly found within paragiaphs [010], [0281, [0-11]. [068] and Fieures 3A- 
W. :,mo.,g oihcr pa.s.sa,.cs and tlflurcs of the orieinaUy filed apphcation. Acct)rc!infily. it is respeeifully submiHfd 
Uial Ihc Limcndmcnls to the cliiims do iwt add new rraller, and entry thereof is respectfully subniiitcd. 
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embedded iti the clecJroiiic document, where each signature block has one or more attributes, 
including ,it least a signature attribute. Thereafter, when a person digitally signs the electronic 
doctimcnt, one or more of Uie attiibutes arc filled before the digital signature for the electronic 
dociiinenl is generated. When ihc digital signature is generated, the filled one or more attributes 
arc inchtded and the digital signajiire placed in the signature attribute of Uic signature block of 
the person digitally signing the (ilcctronic document. Further, and as clarined by the above 
itmondnient. the signature attribute corresponds to the digital signature of the person digitally 
sigjiing the document. 

Although Barton generally deals with methods for embedding attributes and digital 
signatures in data blocks. Applicants note that the cited reference fails to teach a method which 
ac(.s ill the manner claimed, and thereby fails to anticipate or make obvious the claimed ' 
inviiiHion. In particular, the cited art fails to teach or suggest, among other thlng.«5. (i) inserting a 
sigoature block for each person digitally signing the document, each signature block including at 
• H signature atlribiito, and (ij) filling some of the one or more attributes when a signer 

digitally signs an elecuronic document, and doing so be/ote generating the digital signature for 
Ihc electronic document, as claim0(l 

Instead. Barton teaches that a digital block is a data file or data stream (i.e. video or 
audio), such that the digital block is cotUetit. rather than a signature block inserted into the 
doctimenl containing that content, ns claimed. (5(7C col. 56, In. 66 to col. 6, In. 3). 

Barton discloses that the digital block (i.e. content) is authenticated by embedding a 
single bit siring made up of mela-cjaia jmd a digital signature. (Col. 5, hi. 66 to col. 6, In. 5; col. • 
6, In. 66 to col. 7. In. 35). Nevorlhclcss. the embedded bit string also fails to act as the claimed 
signatiirc block. In particular, the bit string contains information solely related to Uie data file or 
dan stream, and is not a signature block for each pereon that will digiudly sigii a document, as 
cbimt'd. In aicr. both the mcta-data and the digital signature are based on. and solely related to, 
(lata contcMit rather dian a person digitally .-signing the document. In particular, the meta-data 
spccines only arbitrary attributes of the data file or data stream itself (col. 2. In. 66 to col. 3, hi. 
2), while the digital signalure is determined by using an algorithm or calculation technique- ' 
en.j>loycd on the data block itself (col. 4. In. 1-14; col. 4, In. 21-27; col. 8. In. 51-57). In other 
wonls. Baitoft only di.scloscs using an algorithm to calculate a digital signature based on the 
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; Donicnt, and fails to disclose any person digitally signing a document. Accordingly, any attribute 

; of the bit string corresponds merely to the digital block itself, ralher than to the digital signature 

, . 1. . of ihc person digitully signing tlw document, as claimed, 
» 

' i Additionally, m\\^x than teaching or suggesting a method wherein when a person 

: digilaliy signs an electronic document, one or more attributes arc filled in before generating Ihe 
! digit:il signature for Ihe document. Barton discloses a method for embedding the bit string in the 
, content file or stream after the di{;ital signature is calculated. In particular. Barton discloses a 

di^j-fUl inforniation embedding piocess in which tlie first step includes calculating a digital 
• signature for the data block. (I'isturc 1; col, 6, In. 65 to coh 7, In. 3). Only thereafter is the 
.| crilc'ulatcd signature appended to the meta-data bit string (col. 7, In. 4-7), and the bit string 
: embedded ijito the digital block (col 7, In. 33), Accordingly, Barton teaches that a digital 
; .sigii.iliirc is generated before any mcta-data, error correction code, or any other data is, filled in, 
: insorted into, or embedded in> the digital block. Thus, Applicants respectfully submit tliat Barton 

fails to leach filling some of the one or more attributes before generating tlic digital signature for 
i Uie electronic document, as recited in claim 1 , particularly when combined with the other recited 
1 elements. Accordingly, Bnrtou fails to anticipate claims I and II . 

Similarly, Barton fails to onticipate the present invention as recited in claim 12. With 

\ respect to claim 1 2, the claimed invention is generally directed to an electronic document having 

i nn embedded digitiil signattire in a system which requires digital signatures for electronic 

i docuuacnts, wherein the digital sitinaturcs are attached to tiae electronic documents while they 

; can also be sq^avaled from the cicctromc document. In particular, the electronic document 

I comprises a conlent portion, and a signaUiro block for each person that will digiUilly sign Ihe 

; clct lrojiic document. linch signature block is separate and embedded in tJic electronic document 

• before »he electronic doeuinent is digilaJly signed. Each signature block includes a signature 

; clement having a sigiiatiiio attribute for storing the digital signature of the p«srson digitally 

i signing the electronic document, and a ccrlificate attribute tliat stores a digital signature of'a 

' ccrllOcalertuUiority. 

■ Po"^ ^'^'^^^ "ic rt-a^ons identified above wi(h resi?ect to claims 1 and 11, Barton also fails 
i to fKitioipatc the cUiimod invention as recited in claim 12. In particular, as previously noted, the 
1 digiliil signature in Uarton is based solely on Ihe content of a data file or stream, and Uarton fails 
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to disclose any person digitally signing an electronic document. In addition. Applicants 
rcsiKctfully siilnnit that Barton does not disclose, leach, or suggest an electronic document 
having a signature block wliicli includes a certificate attribute that stores a digital signature of a 
certificate quthotity, as claimed. Instead, the embedded bit string in Barton merely identifies 
arbitrary altributes of ihc diila sltcam. including "file permission, file type, application type, 
.'^erifil numljcr, creator idcntificatioQ, [and] licensee identification." (see abstraclj col. 2, In. 66 to 
col. 3, In. 2). Notably, of Ihcso various file attributes, none is a ceilificale, let alone a certificate 
attribute in a signature clcmc-nt that ".stores a digital signalm-c of a certificate authority.". 
Accordingly, Barton fails to tcacli or suggest a digital signature of a certificate authority, as 
clai(no<l. and particularly in combination with the other recited elements. Accordingly, for at 
least these rcason.<!, Appllcajils respectfully submit that Barton fails to anticipate the claimed 
invention as recited in clium 1 2. 

Accordingly, and in conclusion. Applicants rcspeotfiiUy submit that Barton fails to 
anlioipale the present invention as recited in claims 1, 11 and 12. Notably, Claims 2-10 and 13- 
IS depend from base claims 1 and 12, respectively, and thus iiicotporate all the limitations 
prc.>5cntcd respectively therein. As a result, pending claims 1-19 sliould be allowable over the 
cileil art. Thus, reconsideration of the abovc-identificd claims is now respectfully submitted. 

Rcjectiong under 35 U.S.C. 1 03(a) 

Claims 5-7. 9. 10 and I6.ia are rejected under 35 U.S.C. § 103(a) as being unpatentable 
over Wartou in view of tho Examiner taking official notice. Applicants note that claim.'? 5-7, 9 
iind 1 0 depend fiom claim I. while claims 16-18 depend from claim 12. Applicants respectfully 
submit that as claims 1 and 12 arc allowable over the cited art, the rejections to dependent claims 
5-7, .0. 10 and 1 6-18 under 35 U.S.C. § 103(a) arc. by definition, moot and therefore need not be 
atldiessed individually. Accordingly. Applicants expressly rxsscrve tlie right to challenge any 
official notice laken in any subsequent action. • 

Nevertheless, ApplicanLs respectfully note that ofiicial notice is proper only where 
•capable of such instant and unquestionable demonstration as to defy dispute. M.P.E.P. § 
2144.03. I'urther. if such notice is taken, "the basis for such reasoning must be set forth ; 
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cX}>IiciHy. The examiner must pi'ovide specific factual findings predicated on sound technical 
arid scientific reasoning to support his or her conclusion/' Id. 

In support of the official notice, Ihc OfTice Action indicates that the elements recited in 
chiims 5-7. 9, 10 and 16-18 nrc "very well known in the prior art" and "comprise the essential 
ingrodicnts in a secure cnvironmcju which protects sensitive material from attack." Applicants 
re.spccl fully submit that such brief' remarks do not "provide specific factual findings predicated 
on ,sound scienlillc reasoning" for taking official notice. 

For example, Apphcants respectfully disagree with the argument that displaying the name 
of a signer on the electronic dociiinent after tlic electronic document is digitally signed by the 
signci- (clairn.s 10 and 17), or displaying that name in color (claim 18) are "the es.sential 
ingredients in a secure cnviromnent which protects sensitive material from attack." In fact,: 
Af)plicanls submit tliat the display of such infonnation may, arguably, make material more prone 
to allack or unauthorized discovery, as compared to infonnation that is encrypted or which is not 
readily observable. Moreover. Barton expressly teaches that embedded infonnation is embedded 
in a way "that avoids dclcciionlby a casual observer." and therefore leaches away from 
displaying the name of a signer, as fclaimcd. 

Accordingly, in support of ihc Official Notice taken. Applicants respectfully request that 
(he l-ixaminer cite reference directed to Uie elements recited in claims 5-7, 9, 10 and 16-18, as 
well as pwvidc a motivation t6. combine such references with the other art of record. 
Nevertheless, because claims 5-7,' 9, 10 and 16-18 are dependent on allowable base claims, " 
Applicants subniit tliat claims 5-7. 9. 10 and 16-18 are allowable over the cited art and official 
notice, oven if such references are provided. 

Concln.sion 

By this paper, claims 1, 4, 10, and 12 have been amended, while no claims have been 
added, or cancelled, Claims 19-34;!)avc been indicated as allowable, and claims 8 and 10 have 
been objected to, but would be allowable in independent form. As amended, claims 1-18 should 
now be found in comlilipn for allowance in light of the remarks herein. Accordingly. 
recori.'5idcraliyn ivcui allowance of the abovc-identi fie<l claims are now respectfully requcijtcd. In 
the event that the E-xaniiner finds; any remaining impediment to a prompt allowaiiec of this 
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application Ihat may be clarincd througli a telephone interview, the Examiner is requested to 
cotiltict the iirKlerslgticcl attorney at (801) 533-9800. 
Dated this day oC AriM »wS<rT 2005. 

Respectfully submitted. 



JOHN C. STRlNGilAM 
Reg, No. 40,831 

WORKMAN NYDEGGER 
Attorney for Applicants 
Cnstomcr No. 022913 
Telephone No. (801) 533-9800 
js tringhain@wnl aw. com 
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